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TEXHNYECKOE 3AJJAHUE

Co3faHue NporpaMMHO-TeXHUUECKOI'0 KOMIL/IeKca AUCTAaHI[MOHHOT'0 KOHTPO/IA H MOHUTOPHHIA TEXHO/IOTHYeCKUX N1apaMeTPOB KOTe/IbHBIX Ha e[JUHOM IYHKTe JHCIIeTYepPCKOro
KOHTPOJIA ¢ ucnosib3oBanueM SCADA.
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HaumeHnoBanue Onucanue
/o
000 «KTWU»,
L 3aKasauk FOpuamaeckuii agpec: 350011, r. KpacHozap, yi1. BopoHexckast, .47 Tenedon: 8 (800) 222-16-92
Hasnauenue 3akynku, HaumenoBanue Co3zaHye TpOrpaMMHO-TEXHUYECKOTO KOMIUIEKCA /[JUCTAHI[MOHHOTO KOHTPO/IS W MOHWTODHHTA TEXHOJIOTUUYECKHUX I[apaMeTpOB
2 OKa3bIBaeMbIX yC/IyT. KOTeJ/IbHBIX Ha eIMHOM IIYHKTe JUCIeTYepCKOro KOHTPOJIA C McIoib30BaHreM SCADA.
(obocHOBaHKE HEOOXOIUMOCTH 3aKYTTKH)
3 OBBeKT BLIMOMHAEMBIX paGoT LleHTpasnbHbBIN JUCTIETYEPCKUM TYHKT.
[MporpamMmHoe obecrieueHre, B TOM YKCJ/ie OMEpaLMOHHAas CUCTeMa, HeoOXOAWMBIE AJs peanu3alud TpeOGOBaHUN TeXHUYECKOro
3aganust, nprobperaercs [ToApsAYMKOM B CJle[yIOIIEM TTOPSI/IKe:
1. TMoppsiuvK COCTaBJsieT TiepeueHb MPOrpaMMHOrO obecrieueHus, TPOrpaMMHBIX MOJY/IeH W JIMLIEH3UM, KOTOpble HeoOX0JUMO
npruoopecTy.
2. TlofpsAAuMK COTr/IaCOBBbIBAET C 3aKa3uMKOM I[1epeueHb MPOrpaMMHOr0 obecrieueHusi, ¢ 0OOCHOBaHUEM HEOOXOJUMOCTH €ro
Y cnoBus npuoGpeTeHus U pa3padoTKu 6
4. MPOrpaMMHOr0 ofecreuyeHus TPHODPETEHIA.
Toapsyamkom, 3. Iocne COr/IacoBaHHs 3aka3urkoM, IToapsimunk miprobperaeT HeoOXoAUMOe MporpaMMHOe obecriedeHHe W OCYLIECTB/ISET €ro
YCTaHOBKY W HacTpoiky Ha APM u o6opyoBaHue.
4. Tlocne 3aBepiuenusi pabot 1o JoroBopy, mepef MOAMUCAHWEM AKTOB BBITIOMHEHHBIX pabot, IToApsiguuk nepefaeT 3aKa3uuky
YCTaHOBOYHBIE BEPCUM MPOTPAMMHOTr0 00ecrieueHust U OCYLeCTBIIseT MiepeodopMIeHHe JULeH31i Ha MPaBo M0/Ib30BaHus POrPaMMHBIMU
MIPOAYKTaMU Ha 3aKa3uMKa.
OxkoHuaHue pabor (cgava pe3yabTaToB pabot 3aka3uuky): 30.10.2026.
SCADA-cuctema iokHa ObITh peasn3oBaHa Ha rporpaMmmHoM obecrieuenre MasterSCADA Bepcuu PRO wiu Bbilie.
5 TpeGoBaHuUs K POrPAMMHOMY
) obecrieueHu o
1. TTocTaBka cepBepHOro 060pyA0BaHMUSI.
VcnonuuTesib 00s13yeTcst TIOCTAaBUTL CEPBEpHOe 000pyAoBaHuUe [ijisi opranu3sanuu cepeepa SCADA-CHCTEMBI B COCTaBE:
®  cepBep (mpoijeccop He HUXe ...; O3Y He MmeHee ... ['B; quckoBasi mogcucreMa — RAID ...; 2xBII ¢ ropsiueii 3amMeHoii; ceTeBble
UHTepdeucHl .. .);
e ymueH3uoHHOoe cuctemHoe T10 (OC, CYB/]) B 06béme, HeobxoqumMoMm asist yHKimoHupoBaHus SCADA,;
®  UCTOYHHK OecriepeboiHOr0 nMuTaHus1, 00eCIIeUMBAIOIIMI aBTOHOMHYIO paboTy cepBepa He MeHee ... MUHYT;
®  KOMIUIEKT MOHTa)XHbIX MaTepuasnoB (Kabeu, maTy-rnaHe/y, Kpernéx, MapKUupoBKa).
6. IlepeueHb padoT O6opyjoBaHHe MOCTAB/SETCS HOBBIM, He OBIBLIMM B SKCIUTyaTalllH, C rapaHTHel He MeHee ... MecsleB. Bce KOMITOHEHTHI JO/DKHBI OBbITh

COBMECTHUMBI U UMETb CePTH(HUKATBI COOTBETCTBUS (MPU HEOOXOTUMOCTH).
2. MoHTa)KHbIe paboThI
VicriosmHUTeE b BBINOJHSET:
®*  YCTaHOBKY CepBepa B cepBepHbIii 1i1kad (CTOMKY) COriacHO cxeMe pasMellleHus;
MIPOKJIaJIKY Y MOJK/IFOUeHHe CUOBBIX U CeTeBbIX Kabereil ¢ MapKHPOBKO;
noakmtouenue K UBIT v 3a3emienue;
OpraHu3aLyio KabeabHBIX BBOJOB 1 Kabe/ib-MeHePKMEHT;
MPOBEPKY 11eJIOCTHOCTH JIMHUM U CeTeBbIX COe/IMHEHUM.
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HanmenoBanue

Onucanue

PaboTHI BHITIOMHSIOTCS B COOTBETCTBUH ¢ I1YD, TpeboBaHUAMM TIPOU3BOAUTE/IST 000PYJ0BaHHUS U IeUCTBYIOIIMMY HOPMaMy OXpaHbI TPY/a.
Bce paboThl, CKpBITHIE MOCTEAYIOLUMH KOHCTPYKIUSIMU, OQOPMIISIOTCSI aKTOM CKPBITBIX PaboT.
3. Hacrpoiika cepBepa u SCADA
VicriosmHUTeE b BBINOJHSET:
®  ycTaHOBKY U 0a30BYI0 HACTPOUKY onepaioHHoi cucteMel, CYB]I u cepeepHoro I10;
®  ycTaHOBKY U KoHQurypupoanue SCADA-cepBepa (/UL|eH3UH, POJiH, CTy>KObI);
®  HaCTPOMKY CeTeBbIX 1apaMeTPOB, Pe3ePBHOI0 KOMTHUPOBaHUs M pa3rpaHUUeHus! JO0CTyTIa;
e uHTerpanuio cepsepa SCADA ¢ KOHTpoJiIepaMu/yCTPOMCTBAMU HIDKHEIO YPOBHS 110 NTPOTOKO/aM ... (Haripumep, Modbus TCP,
OPC UA);
®  HAaCTPOMKY apXMBHPOBAHMUS JIaHHBIX, )KYPHAJIOB COOBITHI 1 TPEBOT;
®  TeCcTOBBII IPOTrOH, POBEPKY OTKa30yCTOMYUBOCTH U pe3ePBHOIO NMUTAHKS;
*  o0OyueHue nepcoHasa 3aka3uMka (He MeHee 48 yacoB) c nepejaueil THCTPYKLUH.
4. PazpabotaTb IIpoeKTHYyI0 JOKYMEHTAlMIO, BK/IYAIOLIYIO B cebsi:
ITpoekT crcTeMbl fUcieTUepu3aLiiu J/1s1 KOTebHBIX, He TIOAr0TOB/IeHHBIX K JUCIeTuepu3aLiiy;
PYKOBOZICTBO I10J1b30BaTe/s1 (DPYKOBOZCTBO TI0 3KCITyaTaL{iK);
WHCTPYKLMIO 110 YCTaHOBKe Y HACTPOMKHM OOIIIET0 U CIIe[UasbHOr0 MPOrpaMMHOr0 00ecrieueHust;
HWHCTPYKLMS N0 Pe3epBUPOBAHUIO U aBAPUMHOMY BOCCTaHOBJ/IEHUIO.
5. Pa3paboTKa OKOH [|j/isl €AMHOTO TyHKTA AUCTIETYEPCKOTO KOHTPOJIS:
¢  Cospganue o6meit nHTepakTHBHON KapThl MO ropog «KpacHogap», MO ropog, «HoBopoccutick», MO ropog «Asarna», MO ropof,
«Temprok» (0603HaueHre KOTeJbHBIX 1 UX TeKylljee cocTosiHie PaboTa, ABapus).
¢ Pa3paboTKa yKpyIHeHHbIX OKOH MHEMOCXEM I10 paiiloHaM, CXeMbl ceTell Ha CITyTHUKOBOM KapTe C JOMaMH U COOpY>kKeHusiMU (oTo
u3 TenoskcnepT), ¢ OH/laiiH 0ToOpakeHreM 0a30BbIX MTApaMeTPOB KOoTebHOU (ABapusi, Paborta, TemmniepaTypa u faenenue B TC)
Y MyCTHIX OKOH 107 OyAyiye 3ape3epBUPOBaHHbIE TTapaMeTphI.
* Pa3paboTKa yKpPYITHEHHBIX OKOH MHEMOCXEM I10 KOTeJbHBIM C OH/IaiH 0TOOpakeHWeM BCeX NOCTYITHBIX MapaMeTpPoOB U IMYCTHIX
OKOH 110/] OyZiy1Iive 3ape3epBHpOBaHHbIe nMapameTphl. (COryiacHO MPOeKTaM Ha K&Ky MOATOTOBIEHHYO KOTeTbHYIO).
6. Pa3paboTKka MOJK/IIOUEHUs] Kamep, YCTaHOBJEHHBIX Ha BCeX 00bekTax opraHu3aiuu K MasterSCADA u BbIBOJ, M300pakeHUsi Ha
JMCTIeTYePCKUM MYHKT (B OKHO MHEMOCXeMbI KaXX/[0/ KOTe/TbHOM).
7. Co3flaHMe airopuTMa CUCTeMbI CKBO3HOTO NOMCKa M0 BCeli MporpaMMe C BBIBOZOM MH(OpPMaLMK B OT/eIEHOM OKHe.
8.YcranoBka MasterSCADA 1 BceX COMYTCTBYIOIIUX MOAY/ieii Ha cepBep
9. Hanagute nepefjauy JaHHBIX OT KOTeJbHBIX B JucreTdepckuii myHKT (Hactpoiika MosgeMoB poytepoB OPC cepeepos).
10. YcTaHOBKa U 3amyCK NpOeKTa AucreTuepysaluy Ha cepsepe U Ha APM nucnietuepos.
11. Tlpu yCTpOICTBe AMCIIETUEPCKOrO MyHKTA MPeAyCMOTPeTh ero MOJHbIA (YHKIHMOHaT 6e3 cBOOOJHOrO [OCTyNa B CETb WHTEPHET C
pabouero mecta APM fucrieTuepos.
12. TIpoBeCTH TyCKOHaNa04YHble paboThl CUCTEMBI JUCTIeTUEPH3Allui B COOTBETCTBUM MPOrPaMMOM TyCKOHaIa0YHbIX PaboT (TIPOBEPUTH
TIPOXOXK/eHNe U JOCTOBEPHOCTh NPOXOXK/eHNS BCeX JaHHBIX U T1).
13.YcraHOBUTE U HACTPOUTH pe3epBrupoBaHue MasterSCADA 1 Bcex COMyTCTBYIOIIMX MOZYJIeM.
O6opyoBaHue, KabenbHYH IPOAYKLHMIO, pacxofHble MarTepuasbl [/ BBIOJHEHUs BBbIILENepeurcieHHbIX paboT mpuobperaer
[Toapsiguuk.
14. B paMKax AaHHOTO TPOeKTa IpeJyCMOTPeTb OTAe/bHbIM A0rOBOpP M Hamagky KaHanoB cBsi3u (VPN, GSM-cBsi3b) OT KOTebHBIX [0
LIEHTPa/IbHOTO JUCIIeTUepPCKOro MyHKTa.
15. TToctaBka 060py/ioBaHus pabouero Mecta JucreTuepa.
VcnionuuTesib 00s13yeTcst IOCTABUTh M CMOHTUPOBATh 000PYA0BaHMs JUCTIETUEpa.




HaumeHoBaHue Onucanue
n/n
e TIK Acer Nitro 30 N30-100 [DG.E5GCD.00L]
® 49" Monutop ASUS ROG Strix XG49VQ uepHbIi
*  Wize HDMI - HDM], 40 m
e Teneusop TCL 98C7L uepHbIit
e KVM nepexmouarens UGREEN CM200
e  Jlok-cranius Lenovo ThinkPad Universal Thunderbolt 4
e  KnaBuarypa+wmbiiib GecripoBognasi Logitech MK850 Performance uepHbiit
*  Kommyrarop Ubiquiti UniFi Enterprise 8 PoE
Vnu aHa/morn conocTaBuMble 110 KOH(HUTYPaLjiH.
16. Pe3ynbTaroM paboT fABAAETCA €JUHBIA PaboTOCIOCOOHBI KOMIUIEKC: IIOCTaB/JIeHHOe 000pyJAOBaHHE, CMOHTHPOBAHHOE,
HaCTPOeHHOe ¥ BBeJéHHOEe B KCILTyaTal}io, MOATBeP)KAEHHOe KOMHCCHOHHBIM aKTOM BBOJA B 3KCIIyaTalMIo.
CucreMa 10/DKHA COOTBETCTBOBATH:!
- CIT 77.13330.2016 «Cucremsl aBTOMaTU3alMu. AKTyanusuposaHHas pegakiys CHull 3.05.07-85»;
- CIT 89.13330.2016 «KoTenbHble ycTaHOBKU. AKTyanusupoBaHHas pefakuuss CHull I1-35-76»;
- Yka3y Ilpesuzsenta P® ot 01.05.2022 Ne 250 «O AOMONHUTE/NBHBIX Mepax Mo obecrieueHu0 MHGOPMAIMOHHON 0e30MacHOCTU
7. | TpeboBaHus K CHCTEMe B LIEJIOM L )
Poccurickon ®epepanyn»;
- Vkazy Ilpe3uzenta P® ot 30.03.2022 Ne 166«O Mepax Mo 0bGeCreueHHI0 TEeXHOJIOTMYECKOM He3aBHUCHUMOCTH U 6e30macHOCTH
KpPUTHUeCKOH MHGOPMaMOHHOW MHGPacTpyKTypbl Poccuiickoii depeparpin».
CucreMa Jl0/DKHA CO3/1aBaThcsl Ha Oase YHUGUIMPOBAHHBIX KOMIUIEKCOB TexHHUecKUX cpeficTB (KTC).
TpeGosarmus « SPrOHOMEKE " SCADA-cucTteMa [JO/DKHa O0ECITeUNTh WHTYUTUBHO-TIOHSTHBIM MHOTOOKOHHBIA HWHTepdelic. Bce monb30BaTeNbCKUe HSKPaHBI
8. TOXHIUECKOMN 5CTOTHKE (MHeMOCXeMbI, XYpHalbl W JIp.) AO/DKHBI OBbIT CTPYKTYPHPOBAaHBI B Hepapxvi0 W obecrieunBaTh [JOCTYN K J/OOBIM TapaMeTpam
TeXHOJIOTUUEeCKOT0 MPOLIecca 1o MPUHLMITY «OT 00I[ero K YaCTHOMY».
9 TpeboBaHust To COXPaHHOCTH [Motepst nutanust APM 1 ero mnoc/eAyomyx BOCCTAaHOBIEHNE, He /I0JDKHBI TIPUBO/IUTL K TIOTepe MH(OpPMAaLMKM W3 apXvBa JJaHHBIX, a
" | uadopmaLmK Npy aBapusix TaKke 3HaUeHWI BCeX YNPaB/SIOLMX CUTHA/IOB U YCTaBOK, BBEJIEHHBIX OIlepaTOpPOM.
[nst obecrieueHus: IWTaTHOrO pexuma QyHKUuoHupoBaHuss ACY TII fgo/mkeH ObITh MpeAyCMOTPEH KOMILIEKC OpraHH3aldOHHBIX
Y TEXHUUYECKUX MEp, COCTAB/IOIIUX cUcTeMy 3aiiuthl HGopMauun ACY TII u obecrieurBaroivx WHGHOPMALMOHHYO (G€30MacHOCTh B
10 TpeboBanust 1o obecrieuenuio | cootBercTBuu rprkazom ®CTIK Poccuu ot 14.03.2014 Ne 31 «O6 yTBepkaenun TpeboBaHuii K 06ecrieueHuIo 3aiuTbl HHHOPMALUH B
" | nHdopmaroHHOM be30macHOCTH aBTOMATH3MPOBAHHBIX CHCTeMax yIipaB/ieHusl IPOU3BO/CTBEHHBIMU U TEXHOJIOTMUECKMMY IIPOLiecCcaMy Ha KPUTHUECKU BKHBIX 00beKTax,
MOTeHLIMA/IbHO OIacHbIX 00BbEKTax, a TaKKe 00beKTaX, Mpe/CTaB/ISIONIMX [TOBBIIIEHHYIO ONACHOCTb JJIs1 )KU3HU U 37]0POBbs JIFOJeH U [/Is
OKpY>Karollell IpUPOAHOM Cpefbl».
IMozpsizurk 06s13aH TiepefaTh 3aKa3urKy Ha 3JIeKTPOHHOM HOCHTeNe:
- KOTIMK CKOMIMJIMPOBAaHHOTO pe3epBHOTO MPOrpaMMHOrO O0ecCrieueHusi, 3arpy>kaeMoro B 060pyJOBaHHe, YCTaHOBJIEHHOe COTJIaCHO
JJAHHOT O TeXHUYeCKOro 3a/laHus;
11. | JonomHuTebHBIE TPeOOBAHUS - KOTMK TIPOrPaMMHOTO obecrieueHUs] (MCXOJHOTO TMpPOEKTa) AJsi 3arpy3kd B 00OpYyJOBaHHUE, YCTaHOBJIEHHOE COTJIaCHO AAaHHOTO

TeXHUUECKOTO 3a/IaHHsT;
- KOTIMH MPOrpaMMHOT0 obecrieueHust (MCXOJHOTO TIPoeKTa) Scada-CUCTeMBI;
- (haiisibl KOHOUTYpaLMHU /7SI 3arPY3KU B 000pYI0BaHKE WM HAaCTPOEUHbIe Tab/IMI[bl MTapaMeTpoOB 000pY/I0BaHMSI.
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